
Absolute Resilience
Make your endpoints and mission-critical 
applications cyber resilient

Organizations most commonly rely on the implementation of security 
controls (e.g., anti-virus, anti-malware, endpoint protection platform, 
unified endpoint management) to prevent threats. Unfortunately, many 
organizations assume that once security controls are put in place, they 
will be effective indefinitely. As a result, validation of whether established 
security controls are working as intended, often does not occur. This 
approach leads to blind spots that are being exploited by cyber 
adversaries in their attack chain, increasing an organization’s cyber risk 
exposure unnecessarily. Thus, making each endpoint resilient to decay, 
software collision, human error, and malicious actions is paramount to 
implementing a successful defense and incident response strategy. 

Absolute is known as the pioneer of endpoint resilience, allowing you to 
anticipate, withstand, recover from, and adapt to adverse conditions, 
stresses, and attacks, or compromises on endpoints and installed, mission-
critical applications.

DATA SHEET

absolute.com

http://absolute.com/?&utm_source=absolute_content&utm_medium=pdf
http://absolute.com/?&utm_source=absolute_content&utm_medium=pdf


ABSOLUTE RESILIENCE  / ABSOLUTE SECURE ENDPOINT / DATA SHEET

Harvest the Power of the Absolute Platform
Absolute Resilience™ empowers you to harden your security posture, strengthen your compliance 
posture, and enhance your IT and end user productivity. It combines all the capabilities of 
Absolute Visibility™ as well as Absolute Control™ with critical resilience functions to secure 
endpoints from threats and vulnerabilities, respond to security breaches and incidents, and enable 
Absolute Application Resilience to automatically monitor and detect unhealthy applications to 
autonomously self-heal them. 

All of these capabilities can easily be orchestrated from the cloud-based Absolute® Console or 
via the Absolute Mobile App, which are part of the Absolute Platform. Leveraging the always-
on connection provided by Absolute Persistence® technology, which is embedded in more than 
600 million devices from leading system manufacturers, you can expand those core self-healing 
capabilities to your mission-critical applications (e.g., endpoint management and security tools), 
granting them the power to heal and re-install themselves whenever they’re disabled, altered, 
or uninstalled. In fact, research by the Absolute Data Science team has revealed that 25 percent 
of devices had unhealthy security controls (e.g., anti-virus, anti-malware, endpoint protection 
platform, unified endpoint management) at any given time.

25% 
PERCENTAGE OF DEVICES WITH UNHEALTHY 

SECURITY CONTROLS (ANTI-VIRUS, ANTI-MALWARE, 
ENDPOINT PROTECTION PLATFORM, UNIFIED 

ENDPOINT MANAGEMENT) AT ANY GIVEN TIME.

600M+
NUMBER OF DEVICES FROM LEADING  

SYSTEM MANUFACTURERS EMBEDDED WITH  
ABSOLUTE PERSISTENCE® TECHNOLOGY.
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Confident Risk Response
Absolute Resilience makes your endpoint and mission-critical applications cyber 
resilient and allows you to expedite remediation at scale.

	ƅ Monitor Application Health Observe basic application health parameters 
across 2,000 Windows and Mac business, productivity, and security apps to 
detect any failures. Analyze root cause.

	ƅ Make Mission-Critical Apps Self-Heal Protect against accidental or 
intentional removal, ensuring security controls and critical recovery tools 
are working as intended and provide optimal user experience by fixing 
unhealthy apps

	ƅ Remotely Query and Remediate Devices Streamline remote lifecycle 
management – from configuration to decommissioning, as well as improve 
time-to-resolution and minimize risk exposure

	ƅ Investigate and Recover Stolen Devices Leverage an experienced 
investigations team for the recovery of stolen devices in collaboration with 
law enforcement and decrease device recovery cost
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Remove all Doubt that Your Endpoints are Secure
Even if you’ve already implemented endpoint management and endpoint security solutions, those 
tools have limitations and blind spots. They’re often disabled by end users or compete for device 
resources, and inadvertently end up not functioning as intended.

As a result, your endpoints become difficult to see, control, and secure. This leads to inaccuracies, 
operational inefficiencies, and security gaps, which compromises your ability to reliably detect 
problems and confidently respond to threats. The inescapable result: uncertain audits, resource 
waste, data breaches, and compliance violations.

Today’s distributed organizations require a permanent digital connection that intelligently and 
dynamically applies visibility, control, and self-healing capabilities to endpoints and applications 
— helping them to strengthen their cyber resilience. To keep pace with a distributed workforce and 
achieve cyber resilience, IT and security teams rely on the powerful fusion of asset intelligence, 
resilient endpoint security, and confident risk response. They rely on Absolute Resilience.
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Choose According to Your Business Needs
Within the Absolute Secure Endpoint product portfolio,  
we offer you a variety of products.

ABSOLUTE RESILIENCE ADD-ONS

	Ƃ Absolute Insights for Endpoints 
Empowers your admins with fleet-
wide device and security trends.

	Ƃ Absolute Ransomware Response for 
Resilience Augment your Resilience 
capabilities to gain an advantage 
for ransomware preparedness and 
recovery across your device fleet.

RELATED PRODUCT PACKAGES

	Ƃ Absolute Resilience for Chromebooks 
Specifically tailored capabilities for 
Chromebook users.

	Ƃ Absolute Resilience for Education 
Specifically tailored capabilities for 
Education customers.

	Ƃ Absolute Resilience for Student 
Devices Specifically tailored 
capabilities for student devices.

Absolute Visibility
 
Source of truth for device and 
application health.

 
What’s Included 

	Ƃ Device Health

	Ƃ Security Posture

	Ƃ Device Usage

	Ƃ Geolocation

	Ƃ Web Application Usage

	Ƃ Endpoint Data Discovery

Absolute Control
 
Lifeline to protect at-risk devices  
and data.

 
All Visibility capabilities, plus

	Ƃ Geofencing

	Ƃ Device Freeze

	Ƃ File Delete

	Ƃ Device Wipe

	Ƃ End User Messaging

	Ƃ Remote Firmware Protection
See Related Resources

MOST  POWERFUL

Absolute Resilience

Delivers application self-healing and 
confident risk response.

 
All Control capabilities, plus

	Ƃ Application Health

	Ƃ Application Resilience

	Ƃ Remediation Script Library

	Ƃ Investigations and Recovery of 
Lost/Stolen Devices
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Request a Demo

Absolute Software makes security work. We empower mission-critical performance 
with advanced cyber resilience. Embedded in more than 600 million devices, our 
cyber resilience platform delivers endpoint-to-network access security coverage, 
ensures automated security compliance, and enables operational continuity. Nearly 
21,000 global customers trust Absolute to protect enterprise assets, fortify security 
and business applications, and provide a frictionless, always-on user experience. 

https://twitter.com/absolutecorp

https://www.youtube.com/user/absolutesoftware
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